DEFENSE INFORMATION SYSTEMS AGENCY

P. 0. BOX 549
FORT MEADE, MARYLAND 20755-0549

IN REPLY

Rererto. Infrastructure Directorate (IE) 30 March 2021

MEMORANDUM FOR DISTRIBUTION

SUBJECT: Department of Defense Information Network (DoDIN) Approved Products List
(APL) approval of the Hand Held Products, Inc., a wholly owned subsidiary of
Honeywell International Inc. Mobility Edge Mobile Computers Release (Rel.)
Android 9 Tracking Number (TN) 2108301 as a Multifunction Mobile Device
(MMD)

Reference: (a) DoDI 8100.04, “DoD Unified Capabilities,” 09 December 2010
(b) DoD CIO “Unified Capabilities Requirements (UCR) 2013,” July 2013

1. DoDIN APL approval of the Hand Held Products, Inc. Mobility Edge Mobile Computers
Rel. Android 9 TN 2108301 as an MMD has been granted.

Models Software Version

CN8O0-LIN, CN80-LON, CK65-LON, CT60- Android 9
LON, CT60-L1N, CT40P-LON, CT40P-LIN ©

The Chief Information Assurance Executive (CIAE) released the approved Security Technical
Implementation Guide (STIG) on 14 January 2021 based on compliance testing by the Defense
Information Systems Agency (DISA) Risk Management Executive (RME). This approval is
effective upon the date of this memorandum and expires 26 March 2024 unless a critical issue is
identified that invalidates the Cybersecurity (CS) posture of this product as determined by the
CIAE. Please note that Services and Agencies are required to recertify and reaccredit their
systems every three years. Please refer to the DoDIN APL for official posting of this solution at
the following site: https://aplits.disa.mil/apl.

Note that DoD Mobility Unclassified Capability (DMUC) Enterprise Service may not support all
the mobile devices listed on this memorandum. An up to date DMUC supported devices list is
located on the DISA mobility web site at:

https://disa.deps.mil/ext/cop/dod _mobility/SitePages/Home.aspx

2. This product/solution must be implemented only in the configuration that was tested and
approved. When the system is deployed into an operational environment, the following security
measures (at a minimum) must be implemented to ensure an acceptable level of risk for the sites’
Authorizing Official (AO) / Designated Approving Authority (DAA):

a. The site must configure the solution in accordance with the DoD CIAE guidance for this
product which may be obtained from the DoD Cyber Exchange by contacting
disa.stig_spt@mail.mil or visiting the following site:



https://disa.deps.mil/ext/cop/dod_mobility/SitePages/Home.aspx
mailto:disa.stig_spt@mail.mil

DISA Memo, IE, DoDIN APL Approval Memo, Hand Held Products, Inc. Mobility Edge Mobile
Computers Rel. Android 9 TN 2108301, 30 March 2021

https://public.cyber.mil/stigs/downloads/?_dl facet_stigs=mobility

3. This device type (MMD Use Case 2) is classified as Not Affecting Assured Services Features
according to the DoDI 8100.04 and therefore does not require interoperability (IO) testing.

4. Due to the sensitivity of the information, the Cybersecurity Assessment Package (CAP) must
be requested directly from the Approved Products Certification Office (APCO) by government

civilian or uniformed military personnel.

E-Mail: disa.meade.ie.list.approved-products-certification-office@mail.mil
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Christopher A. Paczkowski
Infrastructure Directorate Executive
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